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Abstract—Mobile Ad hoc Networks (MANET) are self- thereby extending connectivity and coverage more importantly
configuring, infrastructureless, dynamic wireless networks in to areas where there are no fixed infrastructures. Present and
which the nodes are resource constrained. Intrusion Detection f,iy,re MANET applications cover a variety of areas. One

Systems (IDS) are used in MANETS to monitor activities so as to . tant licati S hicul dn twork
detect any intrusion in the otherwise vulnerable network. In this important applicalion scenario IS vehicular ad hoc networ

paper, we present efficient schemes for analyzing and optimizing (VANET). VANET is a self-configuring network of moving

the time duration for which the intrusion detection systems need vehicles (i.e., a vehicle is a node) although the movement
to remgin active in a mobile ad hoc network..A probabilistic pattern of nodes are restricted by the road course, traffic
model is proposed that makes use of cooperation between 'Dssregulations, etc. VANET is a promising technology that has

among neighborhood nodes to reduce their individual active time. . . . )
Usually, an IDS has to run all the time on every node to oversee tremendous potential to improve vehicle and road safety, traffic

the network behavior. This can turn out to be a costly overhead €fficiency and convenience ([1]-[2]).

for a battery-powered mobile device in terms of power and Due to the inherent characteristics of a MANET, such
computational resources. Hence, in this work our aim is to reduce as mobility, wireless communication links and lack of any
the_duratlo_n of active time of the IDSs without compromising on centralized authority, providing security in a MANET is a
their effectiveness. To validate our proposed approach, we model hall ina task. M it luti for fixed wired
the interactions between IDSs as a multi-player cooperative game challenging task. o.reover, security so u. |on§ or fixed wire
in which the p|ayers have partia”y Cooperative and partia”y netWOI‘kS are not eaSIly adaptable to m0b||e Wll’eless networks.

conflicting goals. We theoretically analyze this game and support One way of providing security to a MANET is intrusion

it with simulation results. detection, a process of monitoring activities in the system
Index Terms—Ad hoc networks, intrusion detection, energy SO as to determine whether there has been any violation of
efficiency. security requirements. Intrusion Detection System (IDS) is the
mechanism used by the nodes of a network for detection of

|. INTRODUCTION intrusion and has been classified into two broad categories

. . 3 . based on the techniques adopted, viz., (a) Signature-based
A mobile ad hoc network (MANET) is a self-organized intrusion detection and (b) Anomaly-based intrusion detection.

collection of mobile nodes which communicate with each signature-based detection, knowledge about the signatures
other without the help of any fixed infrastructure or central) 5'9 ' 9 9

of attacks is incorporated in the detection system. At the

coordinator. A node can be any mobile device with the abllltgccurrence of an attack, the characteristics of the attack is

to communicate with other devices. In a MANET, a nOdrenatched with the signatures included in the IDS. If there
behaves as a host as well as a router. A node intending . ; .
Is’a match, then an attack associated to that signature is

to communicate with another node that is not within its_. .
o . . aid to have occurred. In anomaly-based detection, the IDS
communication range, takes help of intermediate nodes 10

. . does not attempt to find a signature match but searches for
relay its message. The topology of the network dynamwala/ . . )

. nomalous events or behavior. For instance, it could look out

changes over time as nodes move about, some new nodes fom

the network or few other nodes disengage themselves from Re anomalous behavior such as dropping of data packets and

network. MANETs have distinct advantages over traditionis/ents such as erratic changes in the routing table. IDSs can

networks in that they can easily be set up and dismantl also be categorized based on the audit data used for analysis.

- . ost-based IDSs make use of data obtained from the host for
apart from providing flexibility as the nodes are not temereg\ihich it checks for intrusion detection. This kind of data could
Besides being operable as a stand-alone network, ad hac )

€ operating system or application logs on the system. On the
networks can also be attached to the Internet or other networt%t:?‘er hand, network-based IDSs collect and analyze data from
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a node in a MANET may have limited battery power and 1. RELATED WORK
computational resource, running an IDS all the time may turn
out to be a costly overhead. Thus, the challenge is how toThis section presents existing related work on energy ef-
reduce the duration of time an IDS needs to remain actifigient usage of intrusion detection systems in a MANET.
without compromising on its effectiveness. This issue may nbit [9], the authors provided a formal study on optimizing
be much of a concern in a wired network, in which an ID®€twork topology for edge-self monitoring in sensor networks
is depk)yed main|y in a Sta‘[ionary router or gateway’ W|tW|th the ObjeCtive of malelZlng the lifetime of the network.
virtually unlimited computational and battery power. But thid he focus is on optimized selection of monitor nodes that
is of significant concern in the case of MANETS, where th@onitor communication links so as to reduce the number
mobile nodes themselves not only behave as hosts and routgfsmonitor nodes. Though the objective is the same, i.e.,
but also have to carry out other functions such as intrusi@f€rgy conservation, our work focuses on reducing the active
detection either collaboratively or individually. To this endtime of the monitor nodes instead of reducing the number
we propose a distributed scheme for efficient usage of IDSE monitor nodes. The existing work focus on reducing the
in a network based on probability theory. number of monitor nodes that monitor a communication link.
Cooperative game theory can be used to model situationd{gnCe, the active nodes bear the whole burden of monitoring
which players coordinate their strategies and share the pay&ffnmunication links while the sleeping nodes sleep. While
between them. The output of the game (individual payoff8€ overall energy consumption may be reduced, some nodes’
that players receive) must be in equilibrium so that no play8P€rgy may be depleted sooner than that of the others. In our
has incentive to break away from the coalition ([33]-[35])VOrk. instead of placing the burden of monitoring on a few
The game settings in all the earlier game-theoretic work G/ected nodes, every neighbor node chips in so that each node
IDS involves two sets of opposing players, the nodesnDé@rly_share_s the profit _(energ_y saving) as will be illustrated in
and the attacker/defaulters. In our work, we have set a gaHig Simulation results in section VI.
that involves players (IDSs sitting in neighboring nodes) The protocol SLAM [10] makes use of special nodes called
cooperating to achieve a common goal (i.e., to monitor a singlgard nodes for local monitoring in sensor networks. Usually
node). To the best of our knowledge, we have not come acrddg guard nodes remain in sleep mode in the network. Before
any work on cooperating IDSs (to get a security versus energ§mmunicating on a link, a node awakens the guard nodes
tradeoff) that models such a situation using game theory. Vigsponsible for local monitoring on its next hop. The main
have presented such a cooperative multi-player game to mo@ié of the protocol is to reduce the time a guard node remains
the interactions between the IDSs in a neighborhood and ugd¥ake for the purpose of monitoring malicious activities. We
it to validate our proposed probabilistic scheme. find that there is an interdependence between the nodes while

The contributions of this paper are summarized as follow§a/Tying out network monitoring. However, in our proposed
work, a node determines the probability with which its own

1. We present a novel technique, based on a probabiligys monitors and schedules its monitoring time independent
tic model, to optimize the active time duration ofsf the other nodes. Moreover, when a large number of commu-
intrusion detection systems (IDSs) in a MANET. Th&,ication links are in use, almost all the guard nodes in SLAM
scheme reduces the IDSs’ active time as much @§gnt be awake, which is also a downside of the protocol.
p035|b_le without compromising on its effectiveness. In [11], a protocol for optimal selection and activation

2. To vall_date our propose.d approach, we aiso Preseitintrusion detection agents for wireless sensor networks is
a muItl—pI_aygr_cooperatlye game t_hat analyzes _tqaeresented. Only nodes which have the trust value above the
effects of |n<_j|\_/|dual intrusion detection systems wit rust requirement can activate the intrusion agent to monitor
reduced a(_:t|V|ty on the network. . ackets and send alert packet to cluster heads. It is a re-

s. .TthUQh simulation we shov_v thataco_nmder_able SEﬂghirement in the protocol for each sensor node to maintain
Ing In energy and compytatlonal cost s achleved.ua- small trust database of its neighbors and the clustering
Ing our proposed te_chnlql.!e O,f thlmlzmg the aCtVBt sensor nodes. A game theoretic framework for distributed
time of the IDSs while maintaining the performanc%trusion detection in ad hoc networks which maximizes the
of the IDS. ) ) network lifetime while ensuring probabilistic guarantees for

4. The_propose_d §cheme uses local information, thH?e achieved security level is presented in [12]. The authors
making it d'Str'buFEd and sgalable. Moreover, Ihsqume that the network in divided into clusters of nodes
works on both static and mobile networks. among which some are trusted. A trusted node is equipped

The rest of the paper is organized as follows. Sectiawith a perfect IDS so that when it performs intrusion detection,

Il reviews the work in the existing literature. We definet is effective for the whole cluster and no other node is

a problem for optimizing the active time of the intrusionnvolved in the monitoring process. In comparison, in our
detection systems in a MANET in section Ill. In Section I\Vproposed approach we neither assume that some nodes are
we give a multi-player cooperative game theoretic analydisisted nor that an IDS is perfect. The existence of the energy-
to the problem. A distributed algorithm for efficient usage dagecurity trade-off that is shown in [12] is also observed in
IDS is presented in section V. In section VI, we present theur simulation results. More importantly, all the above work
performance evaluation and section VIl concludes the pafd§d]-[12]) assume the network to be static while our approach
along with directions on future research. works even when the nodes are mobile. In [13], a technique
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is presented which optimally selects a subset of nodes imadea all the time. At any instant of time, all or some of
dynamic network, each of which manages/monitors a subsetlioé & neighbors may detect the malicious activity of nade
nodes with the aim of reducing monitoring traffic or choosindepending upon the detection rate of the IDS components on
nodes predicted to be long-lived. Optimal selectiomofout them. More importantly, the neighbors spend their valuable
of M sniffers and assignment of each sniffer to one of fhe computational resources and energy while monitoring node
channels to maximize the total amount of information gatheredall the time. However, it may not be required to keep the
in a multi-channel wireless network is done in [14]. HowevelDS running on each node all the time. We attempt to reduce
our work does not share the same goal as the above two. this redundancy, thereby saving the afore-mentioned resources.
Reduction of energy consumption by intrusion detectiofhe assumptions that we make are summarized as follows:

systems is being researched in the context of wired net-q Each node is equipped with an IDS component.
works too ([15]-[16]). In [15], an architecture (LEONIDS) is 2 The IDS monitors the traffic of its neighbors all the
presented for network-level intrusion detection system which time (which we wish to reduce).

resolves the ene_rgy-latency trade-off by providing both low Further, we make no assumptions about the detection rate
power consumption and low detection latency at the same . .
. ) L : of the IDS. The detection rate (and false detection rate) of an
time. Packet-based selective encryption is used in [16] fﬂ:s :
. . o . .IDS depends on factors such as the design of the IDS and how
reducing the energy consumption during intrusion detecu?n . - )
: he afore-mentioned characteristics affect the effectiveness of
for networked control systems security. S
o L . . the IDS. In our work, we do not focus on designing an IDS but
Game theory is widely used for modeling intrusion detection ) .
L resent a scheme for its efficient usage. The number of IDSs
in wireless networks ([17]-[24]). Several other game-theorelrlJc . L :
. . ; .__actively monitoring a neighborhood may depend upon the level
solutions are also found in the literature that take care of issu . . LS : .
i . ) : oefsecunty that is desired in there. We define the security level
like cooperation and selfishness of the nodes in a networ i . . .
(125]-129]) as follows: A security level of means that a node is monitored
' by at least of its neighbors at any instant of time. The security
level also provides a trade-off between security and energy
consumption. The higher the security level, the more is the
number of neighbors that monitor a node at a time, which
We attempt to solve the problem of efficient usage of IDfesults in higher energy consumption.
in two phases: First, we look at the problem from the point Assume that a node hask neighbors (IDSs) at a particular
of view of a node being monitored by its one-hop neighboriistant. Each neighbor monitors independently with a proba-

We present an optimization problem for the same and analyiy Of p- The probability that node is monitored at security

IIl. EFFICIENT USAGE OFIDS AS AN OPTIMIZATION
PROBLEM

it using game theory. Second, we view the problem fromve” s:
the point of view of a node which monitors its neighbors. R i
Using the solution to the optimization problem, we arrive at an P(/K) = Z (Z) (=p)" 1)
efficient distributed algorithm which every node in the network =t
employs. Let us consider a network of wireless nodes, eackive define an optimization problem as follows:
Minimize p 2

k
H k 7 k—i
E - >
o subject to 2 <Z)p Q-p)>T

whereT + ¢ = 1 ande is a very small positive number. T
denotes a threshold value, which is the minimum probability
with which the desired security level)(is maintained. The
Node 4 monitored by nodes 2.3.5 ark 00z ©4 08 08 1 value of]f can be set depending on _the applicatio.n ;ce_nario.

@ b) Hence, giverl’ ar_1dl,_an opt|m_al_ solution to the o_pt|m|z_at|on
problem of (2) will give the minimum value gf with which
Fig. 1: (a) A MANET (edge between nodes denote they are withigach neighbor has to monitor. Here the monitored node is
radio range); (b) p Vs. P(I/k) using eqn. (1) [k=7 and I=1] watched by at least neighbor IDSs with a probability of .

-

..--"SendDegree

having an intrusion detection system (IDS) that is responsible

for detecting malicious activities within its neighborhood. We e [3[0.90
assume that a mobile node is watched for malicious activities

by all its neighbors (nodes within its radio range) using0:90
these IDSs. Hence, by neighbor, we mean 1-hop neighbo
throughout the rest of the paper. Some level of redundancy
can be observed here. Suppose, a nodmsk neighbors at me
a particular instant. For instance, in Fig. 1(a) at a particular

instant, node 4 has four neighbors, 2, 3, 5 and 6 (e 4, Fig. 2: Calculation of minimumFig. 3: lllustration of Algorithm
k = 4). Each of thek neighbors monitors the traffic of monitoring probability LDK

~. ReplyDegre
--..SendDegree

ReplyDegre;

SendDegree""""
ReplyDegree

Q ReplyDegre&endbegree..

—=— step 1: M broadcasts 'SendDegree’
--=— step 2: Neighbors reply 'ReplyDegree’
step 3: M calculates monitoring probabilify
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To represent the condition when nodeés monitored with where F = the energy consumed by an IDS if it monitors
probability 1 by at least neighbor, the optimization problemall the time,s = |S|, ps = the probability with which each
of (2) has to be optimized towards and the solution would player monitors (solution of the optimization problem of (2))
be p = 1 irrespective of the value df. However, we contend in a coalition consisting o players, and = security level.
that if the requirement that at ledsheighbors monitor always The utility of the game is the energy saved by a player. If
(with probability1) is relaxed by a very small degree (the value > [, the desired security level)(can be achieved and thus
of ¢), we can reduce the value gfto a very large extent. the payoffv(S) = s(1 — ps)E. Otherwise, the security level
Fig. 1(b) gives theprobability(p) versus P(i/k) plot using cannot be achieved andS) = 0. Note that the payoff of
equation (1) when the security level= 1 and the number subsetS depends on the cardinalityy]) of the subset and
of neighborsk = 7. We can see that the value &f(I/k) not on the identity of the players in the subset. For instance,
increases rapidly as the value pincreases, and stabilizes at(1,2,3) = v(2,4,5) = 3(1 — p3)E.
aboutp = 0.60. It means that after a certain point, even if A solution to every cooperative game is given by the
we make the IDSs monitor more frequently, the incrementanapley value of a player(refer [31, page 265]):

gain is minimal. Moreover, for application scenarios such as (s — 1)l(n — s)! '
an IDS, the value of(I/k) = 0.9999 would effectively mean DY o [o(8) = (S = )] 3)
P(l/k)=1. s

wheren is the number of players,= |S| and the summation
is taken over all subsef$ of V. In equation (3), sincé(S) —
IV. A GAME THEORETICANALYSIS OF IDS USAGE INA  4(S —4)] = 0 if the playeri ¢ S, the summation is effectively
NETWORK taken over all subsetS of which playeri is a member. The
value of v(S) depends on the cardinalits = |S|) of S.
The solution to the optimization problem of (2) must be suchherefore, we group the subsets depending on their cardinality

that it is profitable from the point of view of a cooperatin hnadt ;hislurgz)mnatl_(l)_ﬂelsr;tgrlaebne?\(l)?rstlrjlgggtgrg;Jgiszgfss%?sv%}]sicshuch

IDS. In other words, the energy saving achieved by thiflayeri is a member is given bﬂ:}) Thus, the Shapley
approach should be in equilibrium. To show that, we describe/alue of playeri can be written as

cooperative game model to represent the interactions between

the IDSs in a neighborhood. el =
Each player’s (IDS’s) objective is to monitor the nodes in its Z (" - 11) w[s(l —ps) — (s = 1)(1 — ps_1)]E
neighborhood at the desired security level in order to detect — "
any malicious activity. Another objective is to conserve its B
energy. Here, we would like to consider the first objective as = 7, Z L=sps + (s = Dpsaa
the primary goal and the second one as the secondary goal. If a :;)E

the second objective, i.e., saving battery power, were the main

objective, each node would independently decide to sleep a\u/herepn= the probability with which each player monitors
the time resulting in a totally inactive IDS. Since the nodgg the grand coalition consisting of all the players.
are independent, they have to cooperate to achieve the abovgpgenyation 1 The Shapley value of the gamelv] =
goals. According to [33], cooperative game theory analyz Bl — po)E, (1 — pn)E, .., (1 — p,)E) is individually rational
these situations where the participants’ objectives are partialiy,ce wilv] = v({i}).
cooperative and partially conflicting. Thus our scenario can beHere, o; [;] = (1 — p,)E. According to the characteristic
modeled as a n-player cooperative game. _ equationp(i) = (1—p;)E, since the subsef consists of only
A coalitional (cooperative) game with transferable utility (§ne player. In the definition of the characteristic functipp,
TU game) is defined [34] as a paiN(v) whereN is a set of g the probability with which each member player monitors in
players and is a function that associates a real nUmbE¥) 5 coalition consisting of players andp, is obtained using
with each subsef of N. v(¢) = 0. If a coalition S forms, e optimization problem of (2). Thus;, < pi. Hence,
_then it can divide its worthy(S) in any possible way among (1 — pa)E > (1 — p1)E. In other words, every player has
its members. no problem accepting this payoff since it is better than what
Now, to get a node monitored with the desired security leve{,\ould get when it has to monitor alone. (Refer [33, defn.
each of its neighbors (IDSs) has to participate (Cooperate)4D
monitoring with the minimum probability (solution of problem ~opservation 2 The Shapley value of the gamev] =
of (2)). This can be modeled as an n-person cooperative H - p.)E, (1 -p,)E,...(1 - pn)E) is an imputation since
game [34] in the characteristic form denoted B, p], where vilv] > v({i}) and 21-11 wilv] = v(N).
N ={1,2,3,..,n} is a set of players (neighbors) ards a Her_e,Zf L oild] :Z(l_pn)E andu(N) = n(1—pn)E. It

refa;\ll-vglued char_acteristic iun(itiorgal‘:’, the ﬁet %f aelé,SL;b;etS is an individually rational payoff that allocates the maximum
of IN. merev assigns a rea value(S) to each subs OT V. amount. Thus, each player receives the maximum payoff
andwv(¢) = 0. Assuming that the energy consumption of thﬁossible (Refer [33, defn. 5])

IDSs is linear, Observation 3 The Shapley value of the gamgv] =
s(1—p)E if s>1 (L —pn)E, (1 —pp)E, .., (1 —p,)E) is collectively rational
v(S) = { 0 if <1 since",cq wilv] > v(S) for all S c N.
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Here,) ;g pilv] = s(1 —p,)E andv(S) = s(1 — ps)E  in the network is monitored at the desired security level. The
where s = |S|. And, p,, and p, are obtained using the proof follows.
optimization problem of (2) and there are more number of Theorem: Each node in the network is monitored with
players inN than in S (i.e., n > s). Thus,p,, < ps. Hence, the desired security level)(when p?*" of each nodei is
we observe thas(1l — p,)E > s(1 — ps)E. No player has calculated using minimum degree of its neighbars)(in the
the incentive to quit the grand coalition (i.e., the coalitiodptimization problem of (4).
consisting of all the players) and form a smaller coalition with proof: Assumption: For every nodei, pin s calculated

other nodes. using a positive integex such thatz > m; and yet every
The above observations show that energy saving (Shapigytie in the network is monitored with security level

value) obtained by each IDS with the help of the optimization | o p(™) be the solution to the optimization problem of

problem of (2) (which is modeled as the cooperative gam ). Hencep(®) denotes the corresponding solution whep

is in equilibrium. Another way of saying that a solution ofg”eniaced byz. Without loss of generality, let node 1 be
the game is in equilibrium is to prove that it is in the core gf o neighbor of nodé with minimum degree among all its
the game. The core of the game is the set of all COIIeCtivel%ighbors i.eqn; — degree of node 1. Since the L.H.S of the
rational payoffs [33, defn. 6 and 7]. In Observation 3, WE,nstraint of the optimization problem is the probability that
haye shown that the Shapley value obtained is collectively |45y neighbors are monitoring out of all theneighbors,
rational. Therefore, the Shapley value of the gapie] = g yajue ofp(*) decreases as the valuesofncreases. Hence,
(1 =pn)E, (1 =pn)E, ... (1 = pn)E) is in the core. p® < pmi) sincez > m,. Here, m; is the degree of
node 1. Hencep(™:) is the minimum probability with which
V. THE IDS USAGE ALGORITHM node 1 has to be monitored by its neighbors so that security

. level | is achieved (Refer optimization problem of (2)). Since
Thus far, we have looked at the problem of efficient usage.) _ p(m), node 1 is not monitored with security level

of an IDS from the perspective of a node monitored by i his contradicts our assumption. Hence proved.
neighbors. Next, we use the optimization problem of (2) as The mechanism employed by each node in the network

a building block and develop a distributed scheme for trice) determine the minimum monitoring probability is best
IDSs. Every node employs this scheme to determine the ideal 9 p y

probability with which its IDS has to remain active so that aﬁresented by the simple algorithm, calleDK, which stands

. . . . or Least Degree fork. The LDK algorithm is illustrated
nodes in the network are monitored with the desired secuntY I 2 . .
level. pictorially in Fig. 3. Each node (say/) initiates this algorithm

Let pmin be the optimal (minimum) probability with which to determine the probability with which it has to monitor its

: . ; ) ) .neighborhood. In step 1M broadcasts the messagend-
node: has to monitor so that its neighbors are monitored wi egree. This message is limited to only one hop. In step 2,

the (_1es_|red secunfcy level. WE_} refeTW" as _the minimum ., o neighbors of\/ reply back with their respective degrees.
monitoring probability of node. For instance, in Fig. 2, nodeIn step 3, the least of these degrees is assigned ito the

5 has three neighbors (1, 4, 6). Suppdse, 1. Here, 4, 1 and L L - in
6 have to be monitored by their respective neighbors with{or(g?giiggg the minimum monitoring probability of ;™)

probability of 0.85, 0.97 and 0.90 (solutions of problem (2 Algorithm LDK
when T=0.995) respectively. Since node 5 is a neighbor of the Step 1 Each. nodeM broadcasts a message of type Sefd-

nodes 1, 4 and 3" = max(0.85,0.97,0.90) = 0.97. , Degree to its neighbors asking them to send their
We define thedegree of a node to be the number of its degree.
neighbors at any instant of time. Let; denote the minimum M~ > broadcast : (SendDegree)

degree of the neighbors of node We assignm; to k in
the optimization problem of (2) to obtain the following
optimization problem whose solution jg**".

Step 2.0n receipt of theéSendDegree message in step
1, each neighbor node3 of M replies to M a
ReplyDegree message.

B— > M : (ReplyDegree)

Minimize p (4) Step 3.0n receipt of eacReply Degree message in step
LN v 2, M does the following:
subject to Z ( ‘L)pj(l —-p)™T >T i. For each message do
- J
J=l degree = ReplyDegree;

ii. k = Minimum/(degree); _
iii. If I > kthenphy™ = 1. Otherwisepy;'™ is
assigned the minimum value pf (wherel

where, T+ ¢ = 1 ande is a very small positive number. The
termT', as explained earlier denotes a threshold value, which

is the minimum probability with which the desired security is the desired security level of the neighbgr,

level () is maintained, albeit for the whole network. T +e€=1, € is a very small positive number
For instance in Fig. 2ns = 2 since 2 is the least of such that

all the degrees of node 5's neighbors, viz., 1, 4, and 6. LA s

Consequentlyp?*™ = 0.97. Similarly, the corresponding Z (i>pz(1—p) ‘>T

(m;, p™™) pairs for other nodes are also shown in Fig. 2. =l
The minimum monitoring probability obtained as the solution
to the optimization problem of (4) ensures that every nodeln step 2 ofLDK, a malicious neighbor may send a false
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degree information taM/ and try to disrupt the algorithm. algorithm isO(d), whered is the highest degree of any node in
However,LDK is resilient to such an attack under the followthe network at any instant of time. Moreover, provisions in the
ing assumption. We assume that a malicious neighbat/of underlying routing protocol can be exploited. For instance, if
would like p7¥™ to be as less as possible so that the chancetbg routing protocol is AODV [32], the HELLO packets which
being detected is reduced. It cannot change its security leaed periodically broadcast by each node can be appended with
and thus to be monitored with a low monitoring probabilitthe degree of the node before broadcasting it. Hence, step 1
it can only send a high degree &/ in step 2. Since the and step 2 of the algorithm would not be needed. Since the
minimum degree of the neighbors is chosen by in step nodes are mobile, the degrees of the nodes may change. So this
3 to determine the value qf?%", the high degree sent byalgorithm must be run at periodic intervals and the value of
the malicious neighbor will most likely not be chosen. Evep*" recalculated for each nodeThis period is a configurable

if several malicious neighbors collude and report an inflatgghrameter, which has to be set judiciously. It should be noted
high degree, if there is at least one honest neighbor whitttat when the period is shorter, a more accurate state of the
reports correctly, the honest neighbor’s degree will be chosepology will be obtained although a higher communication
as the minimum degree (in step 3) apif™ will be correctly cost will be incurred as each node has to obtain the degrees
calculated. We contend it is safe enough to assume that at lexsits neighbors through some messages (steps 1 and 2). On
one neighbor is honest. the other hand, a longer period may cause the algorithm to

However, the afore-mentioned assumption may not hold fase inaccurate information about the topology (depending on
some other kind of malicious neighbor. It may send a loWwow quickly it changes), while reducing the communication
degree (e.g., 1) to forckf to use a high monitoring probability cost.
and consequently consume more energy. This attack can be
handled in two ways. First, in step 2, a neighidmay send .
the identity (e.g., IP address) of its neighbors along with iPs‘ Security Level
degree. In step 3Y/ can perform some validation check which In LDK, the probability with which a node has to monitor
we illustrate using an example. Suppose, in Fig. 2, nodedgpends on the value of the security level. It is defined as
is malicious. When node 4 requests for the degrees, nodéh8 minimum number of neighbors that monitor a node’s
replies with (degree:3, IDs:2,4,6), i.e., its degree is 3 and thehavior at any instant. Firstly, the concept of the security
identities of its neighbors are 2, 4 and 6. Similarly, nodes 2 atevel is introduced so that the algorithbDK can be used
6 reply with (degree:3, IDs:1,3,4) and (degree:3, IDs:3,4,8) a wide range of application scenarios with varying secu-
respectively. However, suppose node 5 reports a false reply requirements. Secondly, the level of security provides a
with (degree:1, IDs:4). On receipt of these replies, nodeteadeoff between intensity of security and energy saving that
now can determine that node 5 has sent a false reply. Ti&es place in the network, (refer Fig. 8(a)). The higher the
degree reported by node 5 has to be at least 2 since nodgeeurity level, the higher the number of neighbors monitoring
has already reported that it is a neighbor of node 5. Thusnode at any instant and consequently the lesser the energy
node 4 discards the reply of node 5 and considers only thaved. Thirdly, the concept provides a mechanism by which
rest. However, this check will not work in the extreme cas&e can overcome the inherent challenges posed by distributed
when none of the neighbors of node 4 are also neighborsiafrusion detection. Thus, security level is a critical parameter
node 5. as illustrated by the following scenario:

The drawback of the above mechanism is the increase inn a cooperative IDS, a neighbor of a node cooperate
the size of the reply message. An alternative technique Visth other neighbor nodes for validation of the observed
to request for the IDs of the neighbors only when them@ata. We can see that the proposed probabilistic efficient IDS
is suspicion. The function (Minimum(degree)) in step 3(iilysage scheme limits monitoring of a node. This is because
checks for suspicion before returning the minimum degree.@ any instant of time, all the neighbors of a node are not
suspicion is said to have been aroused if there is an outlier (@a@nitoring its behavior. Here an IDS component may observe
the lower end) of the received degrees (considering the degresly a portion of its neighbor's behavior. This may lead to
as a data set), or an unusual value is reported (e.g., 1). Silgonsistency w.r.t. to the observed data in different IDSs. By
the neighbors share a neighborhood, it is unlikely that thesetting the security level, one can limit the number of nodes
will be huge differences in their degrees. Thus, an outlier at th@serving a node’s behavior at any instant of time. Thus, there
lower end could be used to identity a false degree of very Iowill be no inconsistency in the observed data of at least these
value. In case of a suspicion, the nodie can again request number of nodes. Further, if the validation requires consensus
for the degrees and the identities and perform the validatiohmore number of neighbors, the security level can be raised.
check as mentioned above. The use of the security level for cooperatively detecting a

malicious node is demonstrated using simulation experiments
. _ in the next section (refer Figs. 4-5).
A. Message Complexity of LDK algorithm Additionally, the effect of usingAlgorithm LDK is that a

In step 1 of the_DK algorithm, a message is broadcast andode (IDS component) samples the behavior of a neighbor
in step 2 a message is received from each of its neighbamede instead of monitoring it all the time. It has been found
Each node executes this algorithm using only local inform#aat the sampling rate of an IDS affects its performance [30].
tion. Therefore, the worst case message complexity of thwever, in the case of a cooperative IDS, these components

0018-9545 (c) 2015 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/TVT.2016.2557808, IEEE
Transactions on Vehicular Technology

IEEE TRANSACTIONS ON VEHICULAR TECHNOLOGY, VOL. XX, NO. XX, XX 2015 7

cooperate and share their observations to finally detect @nterval) which is an integral multiple of IDS-interval. In the
anamolous behaviour. Even if a neighbor may not observesianulation, we have taken RA-interval to be equal to IDS-
portion of the node’s behavior, some other neighbor(s) obseigerval. If the number of VOTE messages about a node during
the said portion. As the number of neighbors that monitor tlem RA-interval reaches a predefined threshold, then the node
said portion can be tuned using the security level, no portit said to be detected as malicious during that RA-interval.
goes un-monitored (unobserved). Thus, the performance of Btherwise, it is not detected as malicious. In our design of the
IDS (whose components are on the neighbors) will not BBS, we have used the security levé) &s the threshold value.
affected. Thus, the detection process of the IDS is strict in the sense that
in the scenario when at leashodes are monitoring, at least

VI]. PERFORMANCE EVALUATION votes are required to convict a malicious node as detected. One
may choose a more lenient measure by choosing a value less
. . . . than () for the threshold. False vote messages can be taken
gorithm LDK and discuss its performance. We design re of by increasing the security level and setting (increasing)

cooperat_lve IDS and deploy it in a .MANET simulated USINShe threshold so that even if some neighbors collude to send
ns2.32 simulator [36] and compare its performance under N9se VOTE messages about a node, it will not be detected as

In this section we present simulation results for thie

scenarios: malicious.
1. We keep IDSs running on mobile nodes in a network The nodes monitor the traffic of their neighbors by operating
throughout the simulation time. ~in the promiscuous mode. A node can set its configuration to
2. We use the\lgorithm LDK to reduce the active time ‘promiscuous mode’ to listen to network traffic within its radio
of IDS in each node of the network. range. For generating each point in the graphs, 3 topology

The focus is not on the design of the cooperative IDS batenes and 5 constant bit rate (over UDP) traffic scenarios
on how integratind-DK in it helps reduce the active time ofof four 64-byte packets/sec were taken, i.e., each point is the
individual IDSs while attempting to maintain its effectivenessverage of the results of 15 runs. The simulation timi@issec
The performance metrics are detection rate, false detectfon each scenario. For deployments of 100, 75 and 50 nodes,
rate, and the saving of energy and computational resourttee average number of connections established are 70, 50 and
We compare these metrics wheBK is in use as compared 35 respectively. Each connection starts at the beginning of the
to when it is not. Additionally, we show the comparison o$imulation and continues till the end of it.
energy depletion of the individual nodes in the network. We
consider a square area 0d00m x 1000m and deploy nodes
randomly in this area. Nodes move within this area using thg e
random waypoint movement model [39]. The pause time takefo°
is Osec and each node has a transmission rang256fn.

For our experimentation, we design an IDS, which detect
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the dropping of data packets, i.grayhole attack. A malicious g . 000

node drops every data packet that comes its way instead c?fo_5 ' 3 R
forwarding it. An IDS sits on every node of the network, ' ™ 2 20 .5 %% ¢ VY myevey !
where the routing protocol used is AODV [32] and the MAC (a) Detection Rate (b) False Detection Rate

protocol is 802.11. A node obtains the degree of its neighbors _ _ .

with the help of HELLO messages [32]. Each node monito Sl‘n?/'slzgecweness (varying sec. level & no. of mal. nodes); N=50,
its neighbors for malicious activities, which we assume here

as dropping of data packets. A fixed-size interval, called

IDS-interval is used by all nodes. Each node divides the .

simulation time into slots ofDS-interval (2sec in our case) A Effectiveness

independently. There is no synchronization of the nodes. AtFirst, we show the effectiveness bbK. Let N, M, P and

the start of each interval, each node implemdndK and [ denote the number of nodes, number of malicious nodes,
determines the probability with which it has to monitormaximum speed of nodes, and security level respectively.
Depending on the probability thus obtained, it either monitoF&g. 4(a) shows the average detection rate with respect to
during that interval or does not do so. At the end of eadhfor different values ofM (5,10,15) when N = 50 and
interval, a node broadcasts a VOTE message that a neighBore 1m/sec. Detection rate (DR) is calculated as the ratio of
is suspected to be malicious if it drops data packets beyontha number of times malicious nodes are detected to the total
predefined threshold. This threshold is configurable. Since thember of times they should have been detected. Similarly,
transmission range of a node cannot be changed dynamic#dlige detection rate (FDR) is calculated as the ratio of the
in ns2.32, we employ a 1-hop broadcast. Thus, votes aboutwmber of times benign nodes are detected to the total number
node are aggregated at that node. We assume a tamper-resisfaimnes malicious nodes should have been detected. The plot
module which does the aggregation. We also assume the lad®ledLDK-m5 denotes one whelnDK is in use andV/ = 5.

of a broadcast authentication mechanism for broadcasting Bienilarly, the plot labeledNORMAL-m5 denotes the plot when
votes. To aggregate the VOTE messages, the simulation tirieK is not in use (i.e., IDSs are active all the time) and
is also divided into slots oRA-interval (Result Aggregation M = 5. Other similar labels carry similar meaning. In all the
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three cases, we observe that the detection rate decreases agivhe almost the same detection rate and false detection rate
security level increases. A higher security level representsag IDS withoul.DK when N = 50. We further find that DK
stricter IDS in a way that more number of votes are requirggives better performance wheév = 75. This is because when
to finally convict a node as malicious. In all three cases, IDEDK is not is use, more number of votes are broadcast, and
with Algorithm LDK gives almost the same detection rates dhus more collision of votes occur. Overall, the detection rate
IDS without LDK. tends to decrease @sincreases. FoN = 100 nodes, the plots
The average false detection rate versus the security IBvelig Fig. 6 are not smooth. This is because of high packet drop
is given in Fig. 4(b). As expected, the average false detectidoe to the high network density and considerable amount of
rate decreases dsincreases. As explained earlier, at higheraffic in the network. Thus, we conclude that the effectiveness
security levels, the IDS is said to be stricter and so falg# LDK is not affected by speed variations.
detection of a non-malicious node requires more number of
votes. Once again, we observe that the IDS vibK gives
almost the same false detection rate as IDS withddk.

o
[
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115 2 25 3 35 4 15 25 Fig. 7: Effectiveness (varying speed & IDS intvl.); N=50, M=5, |1=2
Security level (I) Security level (I)
(a) Detection Rate (b) False Detection Rate

Next, we observe the effect of the length of the of IDS-
Fig. 5: Effectiveness (varying security & no. of nodes); M=5jnterval on the detection rate and the false detection rate. Fig.
P=1m/sec 7 shows the results for varying speed whiea 2, M =5 and
N = 50. The labeINORMAL-RAinter2 denotes the plot when

Fig. 5 shows the detection rate and the false detection rasK is not in use and the RA-interval #ec. The results from
versus! when N varies by 50, 70, and 100 respectively. the neighbors are aggregated once every RA-interval. The label
Here, M = 5 and P = 1m/sec. LDK-n50 denotes the | pK-IDSinter2-RAinter2 denotes the plot when every node
plot while LDK is in use andN = 50. Similarly, the plot jmplementsLDK at the start of evergsec (IDS-interval) to
labeledNORMAL-n50 denotes one whehDK is not in use optain the probability with which it has to monitor during that
and N = 50. Other similar labels carry similar meaninginterval and the RA-intervaBsec. Similar labels carry similar
We see the highest detection rate wh¥nis the least (i.e. meaning.
50). The higher the number of nodes, more packet collisionsFrom Fig. 7(a) we see that even when the IDS-interval
occur, which naturally affects the effectiveness of the ID$s increased, the detection rate of IDSs WitBK is almost
However, we find that the IDS witlhDK gives a detection the same as IDSs withowtDK. We also observe from F|g
rate, which is close to that of IDS withowtDK. We also 7(p) that the false detection rate remains almost the same for
see that the false detection rate increasesNasncreases poth cases even when the length of the IDS-interval varies.
(refer Fig. 5(b)). When more packets are dropped due fherefore, we conclude that the length of the IDS-interval has
collision, false detection increases as the IDS is not able 4g adverse effect on the effectiveness of LK. Moreover,
distinguish between malicious packet dropping and droppifige detection and false detection rate improve in both cases
due to collision. So it is quite likely that innocent nodes arNORMAL and LDK) as the IDS-interval decreases. This is
convicted. because in a mobile network, a lesser IDS-interval value helps
better in adapting to the changing topology. We have set the
same value for both the RA-interval and the IDS-interval.

2 k E07 [ NORMAL-n50™x - This is not mandatory. For instance, one could set the RA-
Ht £os NOR nrs —o— interval to be twice that of IDS-interval. However, in that case,
B0 e ] %gj MOk ni00 —a— the vote count after each RA-interval must be greater than
504 :g:g%a% % Zos or equal to twice that of the security level for detection. To
§0.2 Nopya2Kns —o— %gf ) summarize, from the aboye results and d!scu55|on we ob.serve

ol DKoo —b H - that effectiveness of IDS in the network is not compromised

Max. Speed (m/s) Max. Speed (m/s) while using the proposedDK algorithm in the system.
(a) Detection Rate (b) False Detection Rate

Fig. 6: Effectiveness (varying speed & no. of nodes); M=5, |=2 B. Energy Consumption
In this subsection we show how energy consumption is
We next observe how the detection rate variesPagaries minimized whenAlgorithm LDK is used in a mobile network.
when M =5 and! = 2. Fig. 6 illustrates that IDS wititDK The energy model given in ns2.32 has no provision for
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calculating the energy spent in receiving a packet in tHgSR[39] and DSR-np. In normal AODV, a node does not
promiscuous mode. Hence, we use the energy consumptiperate its network interface in the promiscuous mode unlike
model given in ([37], [38]) and show the amount of energin DSR. Every packet that is not meant for the node is
consumed in each node during a simulation time&s@fsec. discarded and the energy spent for this is also shown. Feeney
The given consumption model is for the Lucent IEEE 802.1ifh [37, figure 4] has also shown that the energy spent in
WaveLAN PC card(2.4 Ghz direct sequence spread spectrudicarding packets (that is not meant for it) contributes to
We compare the energy spent in the two cases viz., wherre than two-third of the total energy consumed (by all
LDK is in use and when it is not. We calculate the enerdghie component attributes) for all possible mobility scenario.
spent for receiving packets in the promiscuous mode onWhile this result may depend on the simulation environment
The two cases differ only in the amount of time sper(although the authors have used the same CBR bit rate as we
in monitoring neighbors, which is implemented by sniffindnave), it however gives a general idea that discarding of packet
packets in the promiscuous mode. Thus, energy spent by tuatributes substantially to the total energy consumption.
nodes in performing other functions are the same for both theln our simulation, to incorporate thalgorithm LDK, we
cases. However, using the results given in [37] about enerigsve made AODV to operate in the promiscuous mode. Thus,
consumption in different MANET routing protocols, we showevery node instead of discarding a packet, which is not meant
that there is considerable reduction in energy consumption dioe it, will receive and process it contributing substantially
to LDK. A node in the promiscuous mode listens to the traffio the total energy consumption as discussed above. Besides,
of other nodes. We consider the situations when the nodeiris[37, table 1], it is also shown that receiving a packet in
within radio range of only the sender of the packet and wheine promiscuous mode is much more costly than discarding
it is within range of both the sender and the receiver. it. Therefore we conclude that the energy spent by a node in
The energy consumption due to receipt of packets in tipgomiscuous receiving of packets is a substantial part of the
promiscuous mode is shown in Fig. 8(a) for varyih@nd total energy spent. Thus reduction of energy spent due to such
N. Here,M = 5 and P = 1m/sec. For all the three casespromiscuous receiving is of much significance.
(V. = 50,75,100), energy consumed by IDS withouDK is Fig. 8(b) shows the energy consumed by a node in promis-
same even if increases. This is because the IDS is active alously receiving packets &varies. HereM = 5 andl = 2.
the time irrespective of the security level. The energy saviMje see that the energy spent tends to increase as the speed
whenAlgorithm LDK is run in the network is clearly seen toincreases for the varying number of nodes. The higher the
be aboutd.2W.sec per node wherdh = 1 and N = 100. When node mobility, the greater is the number of transmission of
LDK is not in use, the energy consumed is abtRi2W.sec; packets that are overheard by a node. Here again, we observe
whereas it is abodIW.sec when it is in use. Thus in the bestthat use ofLDK in the network results in saving of energy.
case, our approach reduces the energy consumption due to
promiscuous receiving of packets by almost one third. Hence,
it is quite evident that a considerable amount of energy willg ,

LDK-IDSinter2 —%¢— 14
be saved during the entire lifetime of the network. For all theém LK oSinters —9— §1z
cases, the energy consumption increases as the security legel g*-e
increases. Therefore, it is obvious that to maintain a hlgheE;E’F — % @;
level of security, comparatively more amount of energy needs 4 - ";4
to be expended. gz j,;:z
%5 4 6 & 40 42 14 %
Max. Speed (m/s) Node Number
3\141 T (a) Varying IDS interval (b) For each node
%:z i % : Fig. 9: Energy consumed per node; N=50, M=5, |=2
%’3 VAT = rﬁam\;ﬁéd;-;xj; Next, we evaluate the effect of the IDS-interval on the
§2 :Z:E{R‘,Eagg _é_ §: "°““E'§E:E§§ E energy consumpt!on. Fig. 9(a) shows the energy consumption
30 LDK-n100 —&— 30 NORMAL-n100 - --- per node for varying speed whén=2, M =5 and N = 50.
R i S T e e S T The labelLDK-IDSinter2 denotes the plot when every node
Security level (1) Max. Speed (m/s)

implementd_DK at the start of every 2 seconds (IDS-interval)
to obtain the probability with which it has to monitor during
Fig. 8: Energy consumption per node that interval. Similar labels carry similar meaning. We observe
that even when the IDS-interval varies, the energy consump-
Again from [37] it can be seen that the energy consumptidion per node is almost the same. This shows that the IDS-
due to promiscuous receiving is a substantial part of the totaterval has no effect on the energy consumption of the nodes.
energy consumption of a node. L. M. Feeney [37, figure 4] hasOne factor that lends to increasing the lifetime of a network
given a comparison of the total energy consumption specifyimgythat there should not be much disparity between the energy
components attributable to traffic sent and received, packdepletion rate of the nodes in the network. Instead of placing
dropped due to collision, and packets discarded or receivis@ burden of monitoring on a few selected nodes| DK
in the promiscuous mode for routing protocols AODV[32]every node involves in monitoring thus ensuring a more

(&) M=5, P=1m/sec (b) M=5, =2
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uniform energy depletion rate due to monitoring. Fig. 9(mumber of packets that are received whggorithm LDK is
shows the energy consumed by each node in promiscuously in the network is less than when it is not for all speed
receiving packets during the simulation. Her®, = 50, values. Thus, we see that our approach results in saving of
M = 5 and! = 2. Each bar on the chart is an average afomputational power.

the results of different values aP (1,2,5,10,15m/sec). The In our simulation we have used the HELLO packets for
nodes are numbered from 0 to 49. We observe that the th&@DV for sending theSendDegree and ReplyDegree mes-

is not much disparity between the energy spent by the differessiges. However, they may be generated independently. More-
nodes on monitoring during the simulation time. Every nodever, VOTE messages are also generated. These messages
contributes in monitoring, thus spends betwédi.sec and require extra communication (and hence energy) overhead.
6.7W.sec. However, some nodes spend a litle more energjowever, we contend that since these messages are only
than the others (e.g., node 0 vs. node 2). This is expectgeherated periodically, the overhead is negligible as compared
since the network is mobile and the degree of a node keapshe energy spent due to monitoring traffic all the time.
changing. Nodes which find themselves in a denser area of the

network will monitor with a higher probability than those in

X 2 1 security level I=1 —<— 80 SLAM:ND-=:
less dense areas, and consequently will expend more energg,, ‘ e g7
-] =4 85— c 60
%0'5 %50 5a588888858808
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© 2 20000 NORMAL 100 - -2 - neighbors (k)[T=0.9999] SLAM
a 400001 15 S2 2.? I:tl) 35 4 & -40000 2 4M GS 8d-(10/ )12 14
rity leve X. m, : .. . . -
courtyleve o Sheed Tm Fig. 11 shows how the minimum monitoring probability
(a) M=5, P=1m/sec (b) M=5, =2

(pyi™ in step 3[iii] of LD K) varies for increasing values of the
Fig. 10: No. of packets recvd.(promisc) per node least degree (k). We show the plots for varying security levels

whenT = 0.999. It is observed that the higher the security

level, the higher is the value of the minimum monitoring

C. Computational Cost probability. It is intuitive that nodes in a network must work

Fig. 10(a) depicts the number of packets received by a nodrder to achieve higher level of security. Another significant
in the promiscuous mode for varyiigand N, when M = 5 observation is that the value of the monitoring probability
and P = 1m/sec. The reduction in the number of packet§lecreases rapidly as the valueiofncreases. The higher the
received wherLDK is in use is clearly seen in all cases. Th¥alue ofk, the denser is the network. As seen from the graph,
number of packets received increasesiasreases as expectecemploying the LDK" algorithm will reduce the minimum
since the IDS works more to maintain a higher security levénonitoring probability better in a dense network than in a

We therefore conclude here that the computing power spé&i@rse one. This is expected as the proposed approach exploits
by the IDS (node) reduces considerably whiégorithm LDK  the inherent redundancy in monitoring a neighborhood. Hence,
is invoked. The computing power spent by the IDS of a noderedundancy is minimal, employing DK will consequently
is directly proportional to the number of packets receivegeld minimal benefits. Some of the important simulation
by it in the promiscuous mode. The reason being that whégsults are given in tables I, Il and III.

a packet is thus received, the IDS processes it, which may
include buffering of the packet, searching for it in the buffelfABLE |: Effectiveness: Detection rate (DR) and False detection
incrementing some counter, etc. Assumings the cost of rate (FDR) [N=50, max. speed=1m/sec]

computing resources (CPU time, space required, etc.) incurred W T DR(normal) T DREDK) T FDR(Aormal [ FDR{EDK)
for processing one packet thus received, the total cost of 200943 0.945 0.0026 0.0023
. . 31 0.910 0.900 0.0020 0.0011
computational resource required i25000c for [ = 1 and 4 0.852 0.858 0.0015 0.0014
. oo 107 1I10.969 0.962 0.0022 0.0027
N =100 for IDS withoutLDK, whereas it is35000¢ for IDS 210946 0.940 0.0017 0.0015
. : S 30898 0.907 0.0010 0.0010
with LDK (refer Fig. 10(a)). The reduction in cost48000c. 40815 0.800 0.0006 0.0006
Hence, the computational cost saved here is almost one-third. | || 0:3% 0937 | 0.00L 0:0007
For N = 75 and N = 50, at securityl = 1, the saving is 318532 0887 00003 00008

about one-third and one-fourth respectively (refer Fig. 10(a)).

The number of packets received by a node in the promis-Finally, we compare our proposed algorithm (LDK) with an
cuous mode for varying node speed is given in Fig. 10(kxisting algorithm, SLAM [10], which we found to be closest
where M =5 and! = 2. We find that the number of packetsin terms of their goals, although the approaches are entirely
received in the promiscuous mode tends to increase as thigerent. While SLAM seeks to reduce the energy spent by
speed increases. The higher the node mobility, the moregigard nodes using local monitoring in sensor networks, LDK
the eavesdropping of packets by a node. We observe that teduces the active time of the IDSs running in each node of
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TABLE II; Effectiveness / Energy saving at varying security levdncreases and overtakes the number of active IDSs (in case of
[mal. nodes=5, max. speed=1m/sec, energy used (engy.) in W.set]DK) under similar environments. Further, as network traffic

N I (DR ; (DLFE)K) I(:DR ; z:LDDITQ (engy. ’ ?Lng% Fkts rccli). ?EE)SK;CU. is unpredictable when nodes are mobile, it can be concluded
normal normal normal normal . .
50 [1[0.968  [0.959 [0.0046 [0.00325.804 [4.743 [45268 [37007 that SLAM is not suitable for MANET.
2/0.943 |0.945 [0.0026 |0.00235.804 |5.401 45268 |42078
05 [oom o [acotiemn oo i e
EEEES i e neve oronosed o
3 8%2? gzgg; 8:8%318 g;gigg g;ggg ;ééé 63720 |50908 _ In t_hls paper we have proposed an efflglent way of using
TO0[1[0.776 [0.774 [0.1016 [0.109913.199 [9.080 125027 |B6282 Inrusion .detectlon systems (IDSs) that Sits on every node
2(0.675 |0.680 [0.0725 |0.045313.199 |10.790|125027 |102505 of a mobile ad hoc network (MANET). We first present the
3/0.618 |0:600 [0.0603 |0.052813.199 |11.738125027 |111298 T : : :
40561 |0.514 [0.0493 |0.0444)13.199 |12.501|125027 |118748 minimization of the active duration of the IDSs in the nodes

of a MANET as an optimization problem. We then described a
cooperative game model to represent the interactions between

TABLE IIl: Effectiveness / Energy saving at varying speed [maje |pgs in a neighbourhood of nodes. The game is defined
nodes=5, sec. level=2, energy used (engy.) in W.sec, P in m/se(:]in such a wav that the primar oal of the IDSs is to
N [P [DR DR [FDR FDR [engy. |engy. [pKis rcd. [pKis rcd. y P y g

(hormal) [(LDK) [ (hormal) [(LDK) [(normal) [(LDK) | (Rormal) [(LDK) monitor the nodes in its neighbourhood at a desired security
50 [T [0.943  [0.945 [0.0026 [0.00235.804 |5.401 [45268 [42078 :
2 10928 0932 |0.0049 |0.0065/6.462 |6.108 |50376 |47647 level so as to detect any anamolous behaviour, whereas, the
50,913 |0.916 |0.0076 |0.0061|6.435 |6.199 |50653 |48708 ;

10/0:89 |0.890 (0.0084 001096500 |6.2914 51645 | 50020 seconda_ry goal of the IDSs is to conserve as much energy
7511 [0.9127 [0.895 [0.0173 [0.01598.065 [6.560 [63730 |51701 as possible. To achieve these goals, each of the nodes has
2 |0.884 |0.892 |0.0198 |0.0205(7.902 |6.638 63231 |52931 to participate cooperatively in monitoring its neighbour nodes

5 0.852 |0.882 |0.0209 |0.0225(8.548 |7.066 71477 |57333 : L i o
10/0.827 |0.854 |0.0267 |0.0285(8.437 |7.044 |71640 |57826 with a minimum probability. We then develop a distributed

001 [0675 {0680 100725 ~{0:0453 T3 19510790 128027 | 107505-|  Scheme to determine the ideal probability with which each

2 [0.726 |0.675 [0.0545 |0.0627(13.460 |11.466(129579 |110551 i i i
o5 fosi loomi eomilisers L e | e e e e e et oty lovel
15052 |0375 00950 |0.0087]14296 | 13,556 140567 | 133265 | O the network are monitored with a desired security level.

The evaluation of the proposed scheme is done by comparing

the performances of the IDSs under two scenarios: (a) keeping

. I DSs running throughout the simulation time and (b) using our
mobile ad hoc networks through a probabilistic scheme. In ) L
o . roposed scheme to reduce the IDS’s active time at each node
SLAM, the guard (monitoring) nodes monitor the one-ho . .
n the network. From the simulation results we observe that the

traffic links in the network. The term guard node is used . : . :

. . effectiveness of the IDSs in the network is not compromised

for a node that connects two nodes on either side of a link, : . . .

. L .. while using the proposed scheme, rather, there is considerable

On the other hand, in LDK the monitoring nodes monitor ! L
I : , reduction of energy consumption in each of the nodes that

activities of all its neighbors. Therefore, we can compart€

i . increases the network lifetime significantly. Here we have
the two algorithms only in terms of the expected number Q .
. . . . _assumed a homogeneous network in a way that all the nodes
monitoring/guard nodes that are active at any point of tim

Assuming a uniform distribution of nodes, let, d, r and Rave the same capacities in terms of their computational and

N, denote the area of the network, node density, transmissipn. ) | co0urces. In future we wish to extend our model to

range of a node and the number of neighbors of a noggcommodate a heterogeneous network.
respectively. From [40] we know thaV, = mr%d and the

total number of node® = dA = %A. Further, the average
number of guard nodes over a link 851N, [40]_ As the The work of N. Marchang and R. Datta has been partially supported
total number of links in the network can be given g%’g, the by Department of Information technology (DIT), Govt. of India, sponsored
total number of guard nodegs: O.51an?. Here, g may not project No. 12(44)/05-IRSD. The work of S. K. Das is partially supported

- 2 . by NSF ts und d bers CNS-1355505, CNS-1404677, CNS-
denote the total number of distinct guard nodes in the network grants under award numbers
1845050, and CNS-1545037.

since a node can be a guard node for more than one link.
[10], a guard node is woken up only when traffic is sent over
the link which it is guarding. Thus, we see that SLAM is
sensitive to network traffic, whereas LDK has nothing to d@] S- Zeadally , R. Hunt, Y-S. Chen, A. Irwin and A. Hassan, "Vehicular ad
ith th derlving traffic. We measure the number of IDSs hoc networks (VANETS): status, results, and challenges,” Telecommuni-
wit eun .er y_' g IC. u ] u - ) cation Systems, vol. 50, no. 4, pp. 217-241, 2012.
that are active in the whole network at a given time whilg] S. K. Bhoi and P. M. Khilar, "Vehicular communication: a survey”, IET
using LDK as compared to the number of active guard nodgs Networks, vol. 3, no. 3, pp. 204 - 217, 2014. =~ o
. if SLAM i d. Fia. 12 shows the comparison undéS{] S. Marti, T. J. Giuli, K. La and M. Baker, "Mitigating Routing Misbe-
(|'e'*_ g)i IS used. ] g. : p havior in a Mobile Ad-hoc Environment,” Proc. 6th Annual ACM/IEEE
varying percentage of active links wheh= 1000m x 1000m International Conference on Mobile Computing and Networking, pp. 255-
andr = 250m. The plot with labelSLAM:Nb=3 is for SLAM 265, August 2000. U ,
henN, — 3. Other labels carry similar meaning. We observ%] C. Manikopoulos and L. Ling, "Architecture of the Mobile Ad-hoc
whenivy = o. y simi INg. Yve ot Network Security (MANS) System,” Proc. IEEE International Conference
that initially when the network is sparse and the traffic is less, on Systems, Man and Cybernetics, vol. 4, pp. 3122- 3127, October 2003.
the active guard nodes (in case of SLAM) are fewer in numbé&n K. Nadkarni and A. Mishra, "Intrusion Detection in MANETs - The
H h kb d d link Second Wall of Defense,” Proc. |IEEE Industrial Electronics Society
owever, as the network becomes denser and more links areconference '2003, pp. 1235-1239, Roanoke, Virginia, USA, Nov. 2-6,

involved in carrying traffic, the number of active guard nodes 2003.
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